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Antivirus Downloads and Exclusions

Metron Technical Requirements Antivirus Applications

For Windows 7 and Vista users, download and install Microsoft Security Essentials:
http://windows.microsoft.com/en-us/windows/security-essentials-all-versions

For Windows 8 and 8.1, your Windows Defender already operates as an antivirus program.
Go to Page 6 of this document to begin...

For ALL versions of Windows, download Malwarebytes Anti-Malware:
Refer to Page 11 for additional information and process to complete.

To set up exclusions in Microsoft Security Essentials:

1. Go to Start menu and open Microsoft Security Essentials. (For Windows 7/Vista, open
Start menu and type security essentials and click Microsoft Security Essentials).

Programs (1)
‘@B Microsoft Security Essentials
Control Panel (13)

g Set screen saver password
Change security settings

Enable or disable session cookies

& Protect your computer by encrypting data on your disk
v Review your computer's status and resolve issues
v Change User Account Control settings
Files (29)
d user-agents.be
‘,J dns_request.sql
|| icmpsh-s.c
|| smalldict.bxt
] hydra.c
|_| dpldhydra_full.csv

p See more results

l security e



http://windows.microsoft.com/en-us/windows/security-essentials-all-versions

2. Go to the "Settings" tab and click "Excluded files and locations".
Next, click "Browse".

PC status: Protected

Scheduiled scan Excluding certain files and locations can help speed up a scan, but may leave your computer

Default actions less protected.
B i i wle files or locations, use a semicolon to separate the entries in the text box.

Excluded processes
Advanced :
MAPS Add

Remove |

PC status: Protected

|| Historv '“

Microsoft Security Essentials

Scheduled scan Select the files or locations you want to exdude: lave your computer
Default actions

Real-time protecti -l Local Disk (C:) 2
- | $Recyde.Bin

Excluded files and - Ui Config.Msi
Excluded file types - | davind
Excluded processeg - | Dental_Originals
Advanced - ). DICOM_Originals
MAPS - J. DR_Originals
-\ EOS
Epona
Agen
alut
ArtWork
Asteris
Collections

in the text box.

Remove

,
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PC status: Protected

4. After selecting the folder, click "Add".

Scheduled scan

Default actions

Real-time protection
Excluded files and locations
Excluded file types
Excluded processes
Advanced

MAPS

PC status: Protected

Real-time pretection
Excluded files and locations
Excluded file types
Excluded processes
Advanced

MAPS

Administrator

Excluding certain files and locations can help speed up a scan, but may leave your computer
less protected.
To add multiple files or locations, use a semicolon to separate the entries in the text box.

File locations:

C:\Epona; |

=

Remove

| Cancel

5. Next click “Excluded processes”. Then click “Browse”.

© Help =

You can exclude specific processes that run on your PC from a scan. Excluding items can make
scans faster, but your PC might be less protected against the latest malware.
ge multiple processes, separate the items with a semicelon ). You should only
es with the extension .exe, .com, oF Scr.

Process names:

¥ save changes Cancel




6. Browse out to C:\Epona\ and select Metron as a file and Click “OK”.

L Windows Defender - B

Select the processes you wish to exclude:

[ ) US_Sys
) thHans
Ll develect
-1 DQS our PC from a scan. Excluding items can make
i~ ] DQSFM against the latest malware.
| DRSSH s with a semicolon (). You should only
| LaunchMiD .
| MetEQS
_| MetPost
_| Metron
| Hetron
] Metron2
i _| MetronMet
i |_] MetronUpdater
_| Metronviewer
-~ | Remove_Service

-.!' save changes

7. Then click the “Add” button.

PC status: Protected

Update

Real-time _pra‘cemon i You can exclude specific processes that run on your PC from a scan. Excluding tems can make
Excluded files and locations scans faster, but your PC might be less protected against the latest malware.

Excluded file types To exclude multiple processes, separate the items with a semicelon ). You should only
Excluded processes exclude files with the extension .exe, .com, or Scr.

Advanced
MAPS
Administrator C:\Epona\Metron.exe;

Process names:

¥ Save changes
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8.

It should be listed down below when complete.

PC status: Protected

Real-time protection
Excluded files and locations
Excluded file types
Excluded processes
Advanced

MAPS

Administrator

You can exclude specific processes that run on your PC from a scan. Excluding items can make
scans faster, but your PC might be less protected against the latest malware.

To exclude multiple processes, separate the iterms with a semicolon (). You should only
exclude files with the extension .exe, .com, or scr.

Precess names:

MName

Ch\Epona\Metron.exe

@Save changes Cancel

9. Finally, you need to “Save changes”.

PC status: Protected

Real-time protection
Excluded files and locations
Excluded file types
Excluded processes
Acbvanced

MAPS

Administrator

@ Help =

You can exclude specific processes that run on your PC from a scan. Excluding items can make
scans faster, but your PC might be less protected against the latest malware.

To exclude multiple processes, separate the items with a semicelon ). You should only
exclude files with the extension .exe, .com, or scr.

Process names:

Mame

C\Epona\Metron.exe

*fE'Save changes




For Windows 8 and 8.1, your Windows Defender already operates as an antivirus program.
To set up exclusions in Windows Defender:

1. Press the Windows key on the keyboard and open “Windows Defender” from Start.

Search

Everywhere v

windows defender .

Red Stripe Deals

‘&

SkyDrive

ol & IS oS windows defender offline

4

is turned off

2. Go to the "Settings" tab and click "Excluded files and locations".
Next, click "Browse".

e Windows Defender = B
PC status: Protected

nd locations can help speed up a scan, but may leave your computer

locations, use a semicolon to separate the entries in the text box.
Excluded processes
Advanced

MAPS
Administrator

File locations:

Browse

Add

Remove

Save changes Cancel
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3. Here, at this step, you can use either a file or a folder. Select C:\Epona and click “OK”.

PC status: Protected

Update “ Historv |“

Microsoft Security Essentials

Scheduled scan Select the files or locations you want to exclude: lave your computer
Default actions

Real-time protecti
Excluded files and
Excluded file typeg
Excluded processg

- )/ Local Disk (C:)
- ) $Recyde.Bin
- | Config.Msi

in the text box.

davinci
Dental_Originals

DR_Originals,
EOS

Epona

J Agent
Jalut

) Artwork

MAPS

J
J
A
Advanced - ). DICOM_Originals
d'
)
J

Remove

) Asteris

| Collections
J| Compare
) CT.DB

Cancel

,

4. After selecting the folder, click "Add".

PC status: Protected

© Help v

hedul i infi -
Scheduled .scan Excluding certain files and locations can help speed up a scan, but may leave your computer
Default actions less protected.

Real-time protection To add multiple files or locations, use a semicolon to separate the entries in the text box.
Excluded files and locations
Excluded file types

Excluded processes C:\Epong; | * Browse I
Advanced

MAPS

File locations:

Remove

B Save changes | Cancel




5. Next click “Excluded processes”. Then click “Browse”.

PC status: Protected

© Help =

Real-time protection
Excluded files and locations
Excluded file types
Excluded processes
Advanced

MAPS

Administrator

You can exclude specific processes that run on your PC from a scan. Excluding items can make
scans faster, but your PC might be less protected against the latest malware.
ge multiple processes, separate the items with a semicelon ). You should only
es with the extension .exe, .com, or .scr.

Process names:

¥ Save changes Cancel

6. Browse out to C:\Epona\ and select Metron as a file and Click “OK?”.

&l Windows Defender = =

Select the processes you wish to exclude:

- ) US_Sys
- th-Hans
b deveect

] DQS

| DQSFN
_| DQSSN
_| LaunchMvD

-] MetEOS

_| MetPost
_| Metron
Jricton)
] Metron2
_| Metronhet

- | MetronUpdater

| Metronviewer

i~ _| Remove_Service

our PC from a scan. Excluding items can make
fl against the latest malware.

s with a semicolon (). You should only

r.

¥ Save changes Cancel
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PC status: Protected

7. Then click the “Add” button.

Real-time protection
Excluded files and locations
Excluded file types

Excluded processes

Advanced
MAPS
Administrator

PC status: Protected

You can exclude specific processes that run on your PC from a scan. Excluding items can make
scans faster, but your PC might be less protected against the latest malware.

To exclude multiple processes, separate the items with a semicelon (). You should only
exclude files with the extension .exe, .com, or .scr.

Process names:

C:\Epona\Metron.exe;

¥ Save changes | Cancel

8. It should be listed down below when complete.

Real-time protection
Excluded files and locations
Excluded file types
Excluded processes
Advanced

MAPS

Administrator

You can exclude specific processes that run on your PC from a scan. Excluding items can make
scans faster, but your PC might be less protected against the latest malware.

To exclude multiple processes, separate the iterms with a semicolon (). You should only
exclude files with the extension .exe, .com, or .scr.

Process names:

MName

C\Epona\Metron.exe

@Save changes Cancel




9. Finally, you need to “Save changes”.

PC status: Protected

Real-time protection
Excluded files and locations
Excluded file types
Excluded processes
Advanced

MAPS

Administrater

You can exclude specific processes that run on your PC from a scan. Excluding trems can make
scans faster, but your PC might be less protected against the latest malware.

To exclude multiple processes, separate the items with a semicelon (). You should only
exclude files with the extension .exe, .com, or .scr.

Process names:

Mame

C\Epona\Metron.exe

ﬁ]Save changes
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For all versions of Windows, download Malwarebytes Anti-Malware:
https://www.malwarebytes.org/mwb-download/

To set exclusions in Malwarebytes:

1. Open Malwarebytes, select “Settings” at the top, then select “Ma
the left, then click “Add Folder”.

lware Exclusions” on

£ General Settings

Malware Exdusions Folders which wil be excluded from detection as malware. Al sub files and
o be excluded for each folder added.

D Web Exclusions

%4 Dataction and Protection fddie fddEader

£y Update Settings Category Path

&)
. File C:\Jsers\administrator, CONTOSO\Desktophtest cooties. zip
u Folder C:\_putaside

B Access Policies
44! Advanced Setfings
Automzted Scheduling

L -
Wy About

&4 Malwarebytes Anti-Malware (Premiurm) 2.0.3.1024 [EE

2. Select the C:\Epona folder for exclusion.

Folder: | Epona

Select Folder

o Add Folder Exclusion
®© w4 s ThisPC b 0S(C) v & | searchos(Cy p
Organize = New folder Bz - (7]
-
B Desktop A MName Date madified Type Size
& Downloads
) apps File folder
4 Network files
DELL File folder
. Dental_Originals File folder
1™ This PC
DICOM_Criginals File folder
m Desktop -
. DR_Originals File folder
"| Documents ;
. Drivers File folder
. Epona File folder
. EqSystems File folder
= Pictures St
. . Intel File folder
B Videos
s . Perflogs File folder
= 05(C)
. Program Files File folder
=a WINRETOOLS (X:
PERI w9 Program Files (x36) File folder
mage (V:
= 9 RDC_Originals File folder
Tem File folder
iﬁ Network !
temp2 File folder
v Tusain Mrinina e Fila flder

Cancel



https://www.malwarebytes.org/mwb-download/

Contactus p

Contact us if you have additional questions.
We can be reached at metron@metronsupportservices.com or 1-877-638-3868.
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